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Aparicio1 , and Pablo A. Criado-Lozano1,2

1 Grupo de Investigación en Ingenieŕıa de la Privacidad
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Abstract. The widespread adoption of mobile health applications has
increased the volume of sensitive personal and physiological data pro-
cessed through interconnected devices. Ensuring privacy compliance in
this context remains a challenge, as existing app stores and privacy la-
beling systems rely heavily on self-declared information. App-PI is a
data-driven ecosystem designed to offer end users with tools they can
easily manage and privacy researchers with structured and reliable app
metadata. It is designed to automate the collection, analysis, and visual-
ization of privacy-related metadata from mobile applications. Heteroge-
neous data sources are integrated into a unified repository (App-PIMD),
enabling the empirical assessment of privacy risks. The data flow design
is critical to ensure that the data used to assess privacy impact is of good
quality, as well as the privacy indicators that end users will be offered.
It is shown on a popular mHealth application, demonstrating the impor-
tance of data flow design in order to be able to obtain, from documents
and files created for consumption by an operating system, a set of data
and tools ready for consumption by the true recipients of health apps:
people.

⋆ This work is included in the activities of the strategic Cybersecurity project “App-PI
(App Privacy Impact): An ecosystem for the evaluation of the impact of apps for
mobile devices on the privacy and security of their users” (C120.23 UVa), which is
carried out under a collaboration agreement between the University of Valladolid
and the Spanish National Institute of Cybersecurity (INCIBE) for the promotion
of strategic Cybersecurity projects in Spain, within the framework of the funds of
the Recovery, Transformation and Resilience Plan, financed by the European Union
(Next Generation).
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