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Abstract

We present a formal framework for the analysis of cryptographic protocols that
make use of time and space in their execution. In previous work, we pro-
vided a timed process algebra syntax and a timed transition semantics. The
timed process algebra only made message sending-and-reception times available
to processes whereas the timed transition semantics modeled the actual time
interactions between processes. In this paper we extend the previous process
algebra syntax to make spatial location information also available to processes
and provide a transition semantics that takes account of fundamental proper-
ties of both time and space. This time and space protocol framework can be
implemented either as a simulation tool or as a symbolic analysis tool in which
time and space information are not represented by specific values but by logical
variables, and in which the properties of time and space are reasoned about in
terms of constraints on those time and space logical variables. All these time
and space constraints are carried along the symbolic execution of the protocol
and their satisfiability can be evaluated as the analysis proceeds, so attacks that
violate the laws of physics can be discarded as impossible. We demonstrate the
feasibility of our approach by using the Maude-NPA protocol analyzer together
with an SMT solver that is used to evaluate the satisfiability of timing and
location constraints.
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