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Nowadays, hybrid systems are present in many crucial tasks of our daily life. The hybrid character derives from the merge of continuous and discrete dynamics that are intrinsically related. The
verification of critical properties of hybrid systems is of special importance, but sometimes it is not
feasible due to their inherent complexity. In the last few years, several model-based testing and runtime verification techniques have been proposed to support the verification and validation of hybrid
systems. In this paper, we present an interval logic that is suitable for specifying properties of eventdriven hybrid systems. We introduce the syntax and semantics of the logic, and propose an automatic
mechanism to transform each formula in the logic into a network of timed automata that can act as
observers of the property in each test case using the U PPAAL tool.

1

Introduction

Hybrid systems are characterised by the combination of the so-called continuous and discrete behaviours.
The continuous component is typically composed by real-valued variables that describe the physical real
world and whose values evolve over time. Usually, the discrete component interacts with the continuous
one to control and update, when necessary, the evolution of the continuous variables. In the last few
years, principally due to the improvement in sensor technology, many new hybrid (also called cyberphysical) systems supporting different tasks have appeared. For instance, hybrid systems may be used
to help independent elderly people through in-home monitoring, checking their movements to fire an
alarm in the case an anomalous behaviour is detected [6]. In aeronautics, for example, hybrid systems
can be used to detect if two drones are too close to each other [13]. Finally, in the health field there exist
many applications of hybrid systems. An interesting case corresponds to the development of an artificial
pancreas to help diabetic people control their blood sugar levels [8].
These examples show that the tasks carried out by hybrid systems are, in most cases, critical and
therefore, it is necessary to guarantee that the systems behave correctly, at least, with respect to their
essential properties. Hybrid systems may be described as hybrid automata where continuous variables
are allowed to evolve in automata locations (discrete states) following dynamics given by differential
equations. Verification by model checking of hybrid automata is, in general, undecidable except for
some well-known types of automata. Existing tools, such as U PPAAL [4] or PHAV ER [12], focus on
the verification of hybrid automata subclasses. U PPAAL analyses systems described as timed automata
in which all continuous variables are clocks evolving at the same rate. PHAV ER performs reachability
analysis in systems described as linear hybrid automata in which continuous dynamics may be linear
differential equations.
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Figure 1: Model-based Testing & Runtime Verification approaches

Although these tools are truly useful for analysing hybrid systems, they do not completely solve the
problem. On the one hand, some continuous variables follow complex dynamics that are hard to model.
It is, of course, possible to apply techniques such as abstract interpretation to approximate the state
space, but not all continuous variables can be effectively approximated using this technique. On the other
hand, hybrid systems usually interact with an open environment whose behaviour is, a priori, unknown.
As a result, in the last few decades, new hybrid computation models have appeared to capture these
characteristics. For instance, extended hybrid systems [1, 11] allow the evolution of continuous variables,
which may also depend on new parameters representing the influence of the environment. Sampled-data
control systems [15] constitute a different model of hybrid systems where continuous transitions have a
fixed duration and they are followed by discrete transitions that take place each predefined time instant.
Approaches for the analysis of complex hybrid systems combining model-based testing [7] and runtime verification [16, 14] techniques are currently gaining attention from researchers and industry. Figure 1 shows a possible model of this interaction. Model-based testing aims to automatically produce test
cases based on a behavioural model of the system under test (SUT). In most cases, the SUT can be instrumented to produce execution traces that can be observed by means of runtime verification techniques
to determine whether the desired properties hold.
In this context, the language for properties is a key component since, on the one hand, it must be
expressive enough to describe properties of interest and, on the other, it must be possible to transform
specifications into monitors that analyse the correctness of traces. In this paper, we focus on the problem
of how to describe critical properties of hybrid systems using a version of the interval-based logics. The
main actors of interval-based logics are time intervals that represent a continuous time space where the
system has to fulfil some constraints. Instead of describing intervals using real-valued constants, our
proposal is to define an extension of the future LTL logic that uses events to determine the time intervals
where the continuous variables must be monitored. For instance, assume that one possible behaviour
of the patient with the artificial pancreas is to go running from time to time. The exact moment when
the patient starts to run is a priori unknown, but once he/she has started running, it is very important
to check that his/her sugar level never drops below 90 mg/l. Thus, the time during which the value of
the sugar levels must be monitored corresponds with the trace states when events start running and
end running take place. Of course, there are many other LTL interval logics which will be discussed
in Section 2. However, the proposal is intended to improve/adapt these approaches to the context of
model-based techniques, providing sufficient expressiveness to describe as many properties as possible,
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while at the same time we maintain logic decidability. To this end, we present the translation of logic
specifications into deterministic timed automata which will behave as observers of the execution traces.
The paper is organised as follows. Section 2 summarises some work related to interval logics. Section 3 presents the syntax and semantics of the event-driven interval logic. Section 4 describes a methodology to transform each interval formula into a network of timed automata, which allows us to check
the satisfaction of the formula using the tool U PPAAL. We also present some case studies and, finally,
Section 5 gives the conclusions and future work.

2

Related Work

Linear Temporal Logic (LTL) has been extensively used to describe requirements on concurrent and
distributed systems. Although it has sufficient expressive power to model many desired properties, LTL
also shows some weaknesses. For instance, to order several events over time, one has to use some nested
until operators which may make the formula hard to manage. In addition, LTL semantics of modal
operators ◻, ◇ and until are thought to express requirements in an unbounded future; this is why it is
difficult to specify properties that have to be true before a certain deadline occurs. Thus, the extension of
LTL with intervals seems a natural idea to make it easier to express these type of properties. This is the
approach followed in [22], where the authors use events to determine the intervals on which formulae
must be evaluated, although they do not deal with real-time. The temporal logic FIL [20] was also
defined with similar purposes but using formulae written using a graphical representation to describe
properties. Real-time FIL [21] is an extension of FIL that incorporates a new predicate len(d1 ,d2 ] that
bounds the length of the intervals on which properties have to be evaluated.
The duration calculus [10] (DC) was defined to verify real-time systems. The main contribution of
DC is to consider that system states have a duration in each time interval which may be measured taking
into account the presence of the state in the interval. DC includes modalities (temporal operators) able
to express relations between intervals and states which constitute the basis of the logic. For instance, the
formula ◻((VLeakW ⌢ V¬LeakW ⌢ VLeakW) ⇒ l ≥ 30) is satisfied in a gas burner system if a non leaking
state, with a duration greater than 30 time units, always exists between two leak states. The operator ⌢
represents that intervals must be consecutive.
Metric Interval Logic (MITL) [3] is a real-time temporal logic that extends LTL by using modal
operators of the form ◻I , ◇I where I is an open/close, bounded/unbounded interval of R. Thus, it is
possible to write formulae such as ◻≥0 (p → ◇(0,3] q) to specify the property “every p-state is followed
by a q-state within 3 time units”. The logic MITL[a,b] [18] was defined as a bounded version of MITL,
such that all temporal modalities are restricted to intervals of the form [a,b] with 0 ≤ a < b and a,b ∈ N.
MITL[a,b] has future and past temporal operators and its formulae can be translated into deterministic
timed automata.
More recently, MITL[a,b] was extended to signal temporal logic STL [17] including numerical predicates that allow analog and mixed-signal properties to be specified. For instance, in STL, it is possible
to express the property “The absolute value of a continuous signal x is always less than 6 and when the
(Boolean) trigger rises, within 600 time units ∣x∣ has to drop below 1 and stay like that for at least 300
time units” as ◻(∣x∣ < 6 ∧ (trigger → ◇[0,600] ◻[0,300] (∣x∣ < 1))). Observe that, in this formula, Boolean
expressions ∣x∣ < 6 and ∣x∣ < 1 refer to the value of the continuous variable x within intervals [0,600] and
[0,300]. More recently, this logic has been extended to X STL [19] by adding timed regular expressions
to express behaviour patterns to be met by signals.
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Formalisation of Logic

In this section, we first introduce a very general model of hybrid system with the aim of representing
as many hybrid systems as possible. Then, we introduce the syntax and semantics of the event-driven
interval temporal logic, and illustrate its utility with some examples.

3.1

Model of a Hybrid System

We assume that the system behaviour is given by a timed transition system P = ⟨Σ, z→d , z→t ,E,s0 ⟩
−
ι
where Σ is a non-numerable set of observable states, E is a finite set of labels, z→d , z→t ⊆ Σ × E × Σ are
the discrete and continuous transition relations (t ∈ R≥0 being the duration of the continuous transition,
and ι ∈ E representing an internal continuous transition), and s0 ∈ Σ is the initial state. We denote with
Of (P) the set of execution traces of finite length determined by P. The elements of Of (P) are traces of
e0
en−1
e1
the form π = s0 z→λ0 s1 z→λ1 ⋯ z→λn−1 sn where each λi ∈ {d} ⋃ R≥0 denotes the type of the transition
−

−

e0

e1

(discrete or continuous), and ei ∈ E is the event that fired the transition. Given a trace π = s0 z→λ0 s1 z→λ1
en−1

⋯ z→λn−1 sn , we define the set O(π) as the set of observable states of π, that is, O(π) = {s0 ,⋯,sn }.
Note that the previous definition is highly general in the sense that it is able to capture the behaviour
of very different hybrid systems, for instance, those that are described by hybrid automata or by means
of other different formalisms. Discrete transitions correspond to discrete changes of the system variables
and always produce observable states in the traces. In contraposition, continuous transitions model
the evolution of continuous variables, and the changes of these variables are only visible at some time
instants. Thus, in the following discussion, we assume that the evolution of continuous variables between
two observable states may be known or approximated. For instance, in the case that the traces are
taken from initialised rectangular hybrid automata, the values of continuous variables during continuous
transitions are completely known. For other models, it is usual to assume that the differential equations
guiding the changes of continuous variables satisfy some stability requirements in such a way that the
unknown values of continuous variables can be approximated.
Assuming that the initial state s0 of each trace π ∈ Of (P) happens at time instant 0, the duration of
a trace δ (π) ∈ R≥0 is the time instant when the last state of π occurs. Thus, given a trace π, we define
function τ ∶ O(π) ↦ [0,δ (π)] that associates each observable state of π with the time instant where it
occurs, that is, τ(si ) is the time when si took place. We denote with T (π) = {t0 ,⋯,tn } the time instants
where the behaviour of π is observable. Observe that τ is a bijection between O(π) and T (π). We call
σ ∶ T (π) → O(π) the inverse function of τ, i.e., τ(σ (ti )) = ti and σ (τ(si )) = si . Considering this, given
a trace π and t ∈ T (π), we denote with ⟨π,t⟩ the observable state of the trace at time instant t.

3.2

Event-driven LTL

We consider two types of (atomic) propositions to be analysed on traces of Of (P). On the one hand, we
have those that refer to single states of traces as used in propositional temporal logic LTL, for instance. To
this end, let F be a set of state formulae to be evaluated on states of Σ. Relation ⊢⊆ Σ × F associates each
state with the state formulae it satisfies, that is, given s ∈ Σ, and p ∈ F, s ⊢ p iff the state s satisfies the state
formula p. As usual, we assume that state formulae are constructed from a set of atomic propositions
and Boolean operators. In the following, given π ∈ Of (P), ti ∈ T (π) and p ∈ F we write ⟨π,ti ⟩ ⊢ p iff
σ (ti ) = si ⊢ p. To simplify the formalisation, we assume that the labels of discrete transitions introduced
in Section 3.1 represent events and that states are able to reflect whether an event has been fired.
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In order to analyse the behaviour of continuous variables, it is useful to observe them not only in a
given time instant, but also during time intervals to know, for example, whether their values hold inside
some expected limits. To this end, we use intervals of states (inside the traces) to determine the periods
of time during which continuous variables should be observed. To do this, we are inspired by the interval
calculus introduced by [10] where the domain of interval logic is the set of time intervals I defined as
{[t1 ,t2 ]∣t1 ,t2 ∈ R,t1 ≤ t2 }. Considering this, we define the so-called interval formulae as functions of the
type φ ∶ I → {true,false} to represent the atomic formulae of the interval logic that represent the expected
behaviour of continuous variables. For instance, assume that c ∶ R≥0 → R is a continuous variable of our
system, c(t) being the value of c at time instant t. Given a constant, K, formula φc ∶ I → {true,false}
given as φc ([t1 ,t2 ]) = ∣c(t2 ) − c(t1 )∣ ≤ K defines an interval formula that is true on an interval [t1 ,t2 ]
iff the difference between the value of c in the interval endpoints t1 and t2 is less than the constant
K. Let us denote with Φ a set of interval formulae. We assume that Φ contains the interval formula
True ∶ I → {true,false} which returns true for all real intervals, that is, ∀I ∈ I.True(I) = true.
In the following, given two state formulae p,q ∈ F, we use expressions of the form [p,q], that we
e0
e1
call event intervals to denote intervals of states in traces. Intuitively, given a trace π = s0 z→λ0 s1 z→λ1
en−1

⋯ z→λn−1 sn , [p,q] represents time intervals [ti ,t j ] of π such that ⟨π,ti ⟩ ⊢ p and ⟨π,t j ⟩ ⊢ q, that is, si ⊢ p
and s j ⊢ q. In addition, we use the interval [p,−] to denote simple states in π that satisfy p. Now, we
formally define the relation ⊩ that relates event intervals with intervals of states in traces.
D EFINITION 3.1 Given a trace π ∈ O f (P), two time instants t p ,tq ∈ T (π) such as t p < tq , and two state
formulae p,q ∈ F, we say that the time interval [t p ,tq ] satisfies the pair of state formulae (p,q) in the
context of the trace π, and we denote it as π ↓ [t p ,tq ] ⊩ [p,q], iff the following conditions hold:
1. ⟨π,t p ⟩ ⊢ p,
2. ∀t j ∈ (t p ,tq ) ∩ T (π),⟨π,t j ⟩ ⊢
/ q,
3. ⟨π,tq ⟩ ⊢ q
4. There exists no interval [t p′ ,tq ] =/ [t p ,tq ] , verifying conditions 1–3 of this definition, such that
[t p ,tq ] ⊂ [t p′ ,tq ] .
That is, π ↓ [t p ,tq ] ⊩ [p,q] iff σ (t p ) = s p satisfies p, σ (tq ) = sq is the first state following s p that
satisfies q. In addition, the last condition ensures that the interval of states is maximal in the sense that
it is not possible to find a larger interval ending at sq satisfying the previous conditions. Observe that, in
the previous definition, the time instants t p and tq must be different elements of T (π), that is, they must
correspond to observable states of π and the interval [t p ,tq ] cannot be a point.
E XAMPLE 3.2 The following trace (π) tries to clarify Definition 3.1. Given state formulae p and q,
and assuming that τ(si ) = ti for all states, we have that π ↓ [t p ,tq ] ⊩ [p,q], but π ↓ [tr ,tq ] ⊩
/ [p,q], since
condition (4) does not hold.
¬q
p ∧ ¬q
¬q
q
¬p
p
s0

sp

sr

sq

sn

The following definition gives the syntax of the new event-driven LTL.
D EFINITION 3.3 [Event-driven LTL formulae] Given two state formulae p,q ∈ F, and an interval formula φ ∈ Φ, the formulae of the event-driven LTL logic are recursively constructed as follows:
ψ ∶∶= φ ∣ ¬ψ ∣ ψ1 ∨ ψ2 ∣ ψ1 U[p,q] ψ2 ∣ ψ1 U[p,−] ψ2
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The rest of the temporal operators are accordingly defined as:
◇[p,q] ψ ≡ True U[p,q] ψ

◻[p,q] ψ ≡ ¬(◇[p,q] ¬ψ)

◇[p,−] ψ ≡ True U[p,−] ψ

◻[p,−] ψ ≡ ¬(◇[p,−] ¬ψ)

The following definition gives the semantics of the event-driven LTL formulae given above. Given a
trace π ∈ Of (P), and ti ,tf ∈ T (π) with ti ≤ tf , we use the notation ⟨π,ti ,tf ⟩ to represent the subtrace of π
from state si = σ (ti ) to state sf = σ (tf ).
D EFINITION 3.4 (S EMANTICS OF THE EVENT- DRIVEN LTL FORMULAE ) Given two atomic propositions p,q ∈ F, an atomic interval formula φ ∈ Φ, and the event-driven LTL formulae ψ,ψ1 ,ψ2 , the
satisfaction relation ⊧ is defined as follows:
⟨π,ti ,tf ⟩ ⊧ φ

iff φ ([ti ,tf ])

(3.1)

⟨π,ti ,tf ⟩ ⊧ ¬ψ

iff ⟨π,ti ,tf ⟩ ⊧
/ψ

(3.2)

⟨π,ti ,tf ⟩ ⊧ ψ1 ∨ ψ2

iff ⟨π,ti ,tf ⟩ ⊧ ψ1 or ⟨π,ti ,tf ⟩ ⊧ ψ2

(3.3)

⟨π,ti ,tf ⟩ ⊧ ψ1 U[p,q] ψ2

iff ∃I = [t p ,tq ] ⊆ [ti ,tf ] such that π ↓ [t p ,tq ] ⊩ [p,q] and

(3.4)

⟨π,ti ,t p ⟩ ⊧ ψ1 ,⟨π,t p ,tq ⟩ ⊧ ψ2
⟨π,ti ,tf ⟩ ⊧ ψ1 U[p,−] ψ2

iff ∃t p . ti ≤ t p ≤ tf and ⟨π,ti ,t p ⟩ ⊧ ψ1 ,⟨π,t p ,t p ⟩ ⊧ ψ2

(3.5)

The semantics given by ⊧ is similar to that of LTL, except that ⊧ manages interval formulae instead of
state formulae. For instance, case 3.1 states that the subtrace ⟨π,ti ,tf ⟩ of π from state si to state s f satisfies
an interval formula φ iff φ ([ti ,tf ]) holds. Maybe, cases 3.4 and 3.5 are more interesting. Definition 3.4
establishes that U[p,q] holds on the subtrace ⟨π,ti ,tf ⟩ iff there exists an interval [t p ,tq ] ⊂ [ti ,tf ] such that
ψ1 and ψ2 hold on [ti ,t p ] and [t p ,tq ], respectively. Case 3.5 is similar except for the interval in which ψ2
has to be true is [t p ,t p ], which represents the time instant t p .
P ROPOSITION 3.5 The semantics of operators ◻[p,q] ,◇[p,q] ,◻[p,−] and ◇[p,−] , given in Definition 3.3,
is the following:
⟨π,ti ,tf ⟩ ⊧ ◇[p,q] ψ

iff ∃I = [t p ,tq ] ⊆ [ti ,tf ], such that π ↓ [t p ,tq ] ⊩ [p,q] and

(3.6)

⟨π,t p ,tq ⟩ ⊧ ψ
⟨π,ti ,tf ⟩ ⊧ ◻[p,q] ψ

iff ∀I = [t p ,tq ] ⊆ [ti ,tf ], if π ↓ [t p ,tq ] ⊩ [p,q] then

(3.7)

⟨π,t p ,tq ⟩ ⊧ ψ
⟨π,ti ,tf ⟩ ⊧ ◇[p,−] ψ

iff ∃t p ∈ [ti ,tf ] such that ⟨π,t p ⟩ ⊢ p and ⟨π,t p ,t p ⟩ ⊧ ψ

(3.8)

⟨π,ti ,tf ⟩ ⊧ ◻[p,−] ψ

iff ∀t p ∈ [ti ,tf ] if ⟨π,t p ⟩ ⊢ p then ⟨π,t p ,t p ⟩ ⊧ ψ

(3.9)

P ROOF.
Cases 3.6 and 3.8 follow on from the definition of ◇[p,q] and ◇[p,−] , taking into account that the interval
formula True holds for all intervals. Case 3.7. By definition ◻[p,q] ψ = ¬ ◇[p,q] ¬ψ, that is, ⟨π,ti ,tf ⟩ ⊧
◻[p,q] ψ iff ⟨π,ti ,tf ⟩ ⊧
/ ◇[p,q] ¬ψ. Using expression 3.6, we have that ⟨π,ti ,tf ⟩ ⊧
/ ◇[p,q] ¬ψ iff for all
intervals [t p ,tq ] ⊆ [ti ,tf ] such that π ↓ [t p ,tq ] ⊩ [p,q], ¬ψ([t p ,tq ]) is false, or equivalently, ψ([t p ,tq ])
holds. The proof for case 3.9 is similar to the one above.
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E XAMPLE 3.6 We now give some examples that show the expressiveness of the logic.
1. The following trace satisfies property the “Event r occurs at least once between each occurrence
of events p and q” which may be described using the formula ◻[p,q] ◇[r,−] True.
¬p

p

¬q ∧ r

s0

sp

sr

¬q

q

p

¬q ∧ r

q

sq

s′p

s′r

s′q

sn

2. Given K ∈ R, let us define the interval formula ψK ∶ I → {true,false} as ψK ([t1 ,t2 ]) = t2 −t1 ≥ K. The
property “each time event p occurs, if q occurs in more than 10 time instants, then there must occur
events r and l in between which are 3 instants apart” maybe described as ◻[p,q] (ψ10 → ◇[r,l] ψ3 )
and it is satisfied by the following trace.

4

¬p

p

s0

s p (5)

¬q ∧ r

¬q ∧ ¬l

¬q ∧ ¬l

sr (7)

¬q ∧ l
sl (10)

¬q

q
sq (20)

sn

Implementation

In this section, we present a prototype implementation of the event-driven interval temporal logic that
is based on translating each interval formula into a network of timed automata [2, 4] that accepts the
traces satisfying the formula. We first introduce the notion of timed automaton and U PPAAL, the tool
that supports the implementation.

4.1

Background on Timed Automata

U PPAAL [4, 5] is a model checking tool for verifying real-time systems. Systems are described as a
network of timed automata and are verified against a set of properties specified with a subset of TCTL
(Timed Computation Tree Logic). The formal model of timed automata was first proposed in [2], but
U PPAAL uses an extended definition presented in [4].
A timed automaton is a finite-state machine extended with clock variables that evolve linearly, and
at the same rate, over time. Timed automata use a dense time model, i.e., clock variables are real-valued
variables. In the following definition, C denotes a set of clocks and B(C) is a set of clock constraints of
the form x & c or x − y & c, where x,y ∈ C, c ∈ N and & ∈ {<,≤,=,>,≥}.
D EFINITION 4.1 (T IMED AUTOMATA ) A timed automaton is a tuple ⟨L,l0 ,C,A,E,I⟩, where L is a
finite set of locations, l0 ∈ L is the initial location, C is a set of clocks, A is a set of actions, E ⊆ L × A ×
B(C) × 2C × L is a set of edges between locations with an action, a guard and a set of clocks to be reset,
and I ∶ L → B(C) is a function that assigns invariants to locations.
A clock valuation is a function u ∶ C → R≥0 that gives a non-negative real value to each clock variable.
RC denotes the set of all clock valuations. Initially, the value of all clocks is 0. By abuse of notation,
we consider guards and invariants as sets of clock valuations. Thus, u ∈ I(l) means that u satisfies the
invariant I(l).
A timed automaton state is a pair (l,u), where l ∈ L is the location of the automaton and u ∈ RC
is the valuation of clock variables in C such that u ∈ I(l). Intuitively, a timed automaton can evolve
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Figure 2: Train automaton

Figure 3: Gate automaton
t

executing continuous or discrete transitions. During continuous transitions, denoted as (l,u) Ð→ (l,u+t),
the automaton stays at the same location l, while the clock variables evolve t time units. In contrast,
a
discrete transitions, denoted as (l,u) Ð→ (l ′ ,u′ ), execute actions and change the automaton location
instantaneously, without time passing (some clocks can also be updated).
D EFINITION 4.2 (S EMANTICS OF T IMED AUTOMATA ) Let T = ⟨L,l0 ,C,A,E,I⟩ be a timed automa−
ton. The semantics is defined as a labelled transition system ⟨S,s0 , Ð→⟩, where S ⊆ L × RC is the set of
−
states, s0 = (l0 ,u0 ) is the initial state, and Ð→⊆ S × R≥0 ∪ A × S is the transition relation such that:
t

• (l,u) Ð→ (l,u +t) if ∀t ′ ∶ 0 ≤ t ′ ≤ t.u +t ′ ∈ I(l), and
a

• (l,u) Ð→ (l ′ ,u′ ) if ∃e = (l,a,g,r,l ′ ) ∈ E such that u ∈ g,u′ = [r ↦ 0]u and u′ ∈ I(l ′ ),
where for t ∈ R≥0 , u + t maps each clock x ∈ C to the value u(x) + t, and [r ↦ 0]u denotes the clock
valuation which maps each clock in r to 0 and agrees with u over C − r.
E XAMPLE 4.3 Figures 2 and 3 show the automata of the train gate example [4], which model a simple
railway control system. The train automaton (Figure 2) has 5 locations (Safe, Appr, Stop, Start and
Cross) and a clock variable (x). In the example, the automaton is initially in location Safe (double
circled). Locations can have invariants over clock variables (e.g. x ≤ 20 at location Appr ) that have
hold in order to let time evolve. Similarly, transitions can be guarded by clock constraints that have
to be true to enable discrete transitions between two locations. Transitions can also be labelled with
synchronisation labels (channels). For instance, a transition labelled with appr! synchronises with
another labelled with appr?. In addition, transitions can be labelled with updates of the clock variables
(e.g. x = 0) and/or function calls (e.g. enqueue(e)). Figure 3 shows the gate controller automaton.
The automata has committed location, labelled with a C, which is a special type of location defined in
U PPAAL. Committed locations do not allow time to evolve, and thus the next transition of the automaton
has to be an ongoing transition from a committed location.

In U PPAAL, systems are modelled as networks of timed automata. A network of timed automata is composed by several timed automata Ti = ⟨Li ,li0 ,C,A,Ei ,Ii ⟩ in parallel, whose clocks evolve synchronously
¯
and share a set of synchronisation labels. The state of a network of timed automata is a pair (l,u),
where
¯ = ⋀i Ii (li ). To
l¯ = (l1 ,...,ln ) is a location vector. The invariant of a location vector is defined as I(l)
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¯ ′ /li ] to denote the vector where the li component is replaced by l ′ . The
simplify the notation, we write l[l
i
i
composition of timed automata in networks is the parallel interleaving semantics with synchronisation,
and it is defined below.
D EFINITION 4.4 (S EMANTICS OF A NETWORK OF T IMED AUTOMATA ) Let Ti = ⟨Li ,li0 ,C,A,Ei ,Ii ⟩
−
(i = 0...n) be a network of n timed automata, Ð→i being the transition relation given by the semantics
of Ti . Let l¯0 = (l10 ,... ln0 ) be the vector of initial locations. The semantics of the network is defined as
−
a transition system ⟨S,s0 , Ð→⟩, where S = L1 × ⋯ × Ln × RC is the set of states, s0 = (l¯0 ,u0 ) is the initial
−
state, and Ð→⊆ S × R≥0 ∪ A × S is the transition relation defined by:
t

¯ Ð→ (l,u
¯ +t), if ∀t ′ ∶ 0 ≤ t ′ ≤ t.u +t ′ ∈ I(l).
¯
• (l,u)
ai

ai

¯ Ð→ (l[l
¯ ′ /li ],u′ ) if an edge ei = (li ,ai ,gi ,ri ,l ′ ) ∈ Ei exists in Ti such that (li ,u) Ð→i (l ′ ,u′ )
• (l,u)
i
i
i
¯ ′ /li ]).
with u ∈ gi , u′ = [ri ↦ 0]u and u′ ∈ I(l[l
i
c
¯ Ð→
¯ ′ /l j ,l ′ /li ],u′ ) if two edges ei = (li ,c?,gi ,ri ,l ′ ) ∈ Ei and e j = (l j ,c!,g j ,r j ,l ′ ) ∈ E j exist
• (l,u)
(l[l
j
i
i
j
¯ ′ /l j ,l ′ /li ]).
such that u ∈ gi ∧ g j , u′ = [ri ∪ r j ↦ 0]u and u′ ∈ I(l[l
j
i

In the train gate example, a system with a train and a gate controller could follow the sequence of
appr
15
states ((Train.Safe,Gate.Free),0) Ð→ ((Train.Appr,Gate.Occ),0) Ð→ ((Train.Appr,Gate.Occ),15)
Ð→ ((Train.Cross,Gate.Occ),0) ...

4.2

Timed Automaton Templates

The implementation of the event-driven temporal logic is based on describing each formula as a network
of timed automata that monitors the occurrence of events over time. As described in Section 3, formulae
are evaluated against time bounded traces that execute in time intervals of the form [ti ,tf ]. In addition,
formulae can include nested temporal operators whose evaluation can be restricted to a subinterval. For
example, assume we want to evaluate ⟨π,ti ,tf ⟩ ⊧e ◇[p,q] ◻[r,s] φ . The outer operator ◇[p,q] must find
the different time intervals [t p ,tq ] ⊆ [ti ,tf ], delimited by events p and q, to check if there is at least one
satisfying the subformula ◻[r,s] φ . Similarly, given one of the time intervals [t p ,tq ], the inner operator
◻[r,s] has to find all time intervals [tr ,ts ] ⊆ [t p ,tq ] determined by events r and s to check whether φ holds
in all of them.
We propose to construct a network of timed automata that includes a timed automaton to monitor
each subformula. To this end, we have defined a set of timed automaton templates that describe the
behaviour of each operator (∨, U[p,q] , ◇[p,q] , ◻[p,q] , etc.). These templates can be instantiated to produce
networks of timed automata representing complex formulae with nested operators.
The templates are parameterised with an id that identifies the template instance in the network of
timed automata. The id=0 is assigned to the complete formula, and the id is incremented for each subformula. Automaton templates synchronise using binary communication channels. Channels start and
stop are used to synchronise each automaton with the interval ti and tf in which the (sub-)formula has
to be evaluated. The channel event is used to synchronise events p and q. Since U PPAAL channels do
not send data, we use variable event type to know if the synchronisation event is p (event type==
0) or q (event type== 1), and the variable event timestamp to record the time instant associated
with the current event. Finally, channel ready is used to synchronise with the end the evaluation of a
(sub-)formula. If the automaton id is greater than 0, it represents an operator nested inside a formula. In
this case, channel ready is used to synchronise the automaton with the automaton of the outer operator.
Otherwise, the automaton ends its execution in the ok or error location depending on the evaluation
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bool func_phi ( int ti , int tf )
{
return
(( ti != -1) && ( tf != -1) &&
( tf - ti < 4) ) ;
}

Figure 4: Timed automaton template of φ

Listing 1: Example of φ ([ti ,t j ])

Figure 5: Timed automaton template of ψ1 ∨ ψ2
result, which is stored in phi. In the following paragraphs, we present the templates describing each
operator.
Interval formula (φ )
Figure 4 shows the automaton template of the interval formula φ . An interval formula is evaluated
in the interval [ti ,tf ] that is delimited by the synchronisation channels start and stop. After detecting
the interval, the function φ ([ti ,tf ]) evaluates whether the interval formula holds and stores the result in
phi. Listing 1 shows an example of function func phi(ti,tf) that checks whether the interval length
is less than 4 time units. We can modify the definition of this function as required by the specification.
Or (ψ1 ∨ ψ2 )
Figure 5 shows the template of the or operator. This automaton monitors if any of the two interval formulae (or sub-formulae) holds in the interval [ti ,tf ]. When the automaton synchronises with the start or
stop channels, it instantaneously synchronises with the automata representing the sub-formulae, whose
ids are id+1 and id+2.
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Figure 6: Timed automaton template of ψ1 U[p,q] ψ2

Figure 7: Timed automaton template of ◇[p,q] ψ
Until (ψ1 U[p,q] ψ2 )
Figure 6 shows the automaton template of the until operator. This automaton monitors the occurrence
of event intervals [p,q], and determines whether the interval formula (or sub-formula) holds from the
beginning of the trace, that is, from ti , until the second interval formula (or subformula) is satisfied
according to the event interval [p,q]. The template of the operator ψ1 U[p,−] ψ2 is a modified version of
this automaton, in which the location Loc2 is removed, as well as all its outgoing transitions, and the
outgoing transition from Loc1 changes its destination to Loc3
Eventually (◇[p,q] ψ)
Figure 7 shows the template of the temporal operator eventually (◇[p,q] ψ). It monitors whether there
exists at least one time interval [t p ,tq ] ⊆ [ti ,tf ] satisfying [p,q] on which the interval formula (or subformula) holds. Observe that this template is a simplification of the until template obtained by removing
transitions dealing with ψ1 . Finally, the template of the operator ◇[p,−] ψ is built removing the location
Loc2 and its outgoing transitions, and redirecting the outgoing transition from Loc1 to Loc3.
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Figure 8: Timed automaton template of ◻[p,q] ψ
Always (◻[p,q] ψ)
Figure 8 shows the template of the temporal operator always. It monitors whether all time intervals
[t p ,tq ] ∈ [ti ,t f ] determined by [p,q] satisfy an interval formula (or sub-formula). This automaton is
obtained from the eventually template. Since ◻[p,q] ψ ≡ ¬(◇[p,q] ¬ψ), the always template has the ok and
error locations swapped, and the guards dealing with ψ negated. Finally, the template of the operator
◻[p,−] ψ is obtained in a similarly way to until and eventually automata.

4.3

Checking the Satisfaction of Formulae

Checking the satisfaction of a formula is reduced to a reachability problem. To determine if a trace, or
a system model, satisfies a property described with the event-driven interval temporal logic, we analyse
whether the associated network of timed automata reaches an specific location. In particular, when a
formula is not satisfied, the automaton instance with id=0 reaches the location named error, otherwise
it reaches the location ok. Thus, the analysis consists of verifying with U PPAAL the following TCTL
formula A ◻ ¬(Formula.error), where Formula is the automata instance with id=0.
The network of timed automata includes instances of the automata templates to represent the formula.
The nesting relation of the operators is described with the template instance id. The automaton of
the outermost operator has id=0. If a template instance with id = x has a nested sub-formula, the
automaton describing the sub-formula will use id = x+1. In the case of until and or templates, which
have two nested sub-formulae, the left sub-formula is identified with id = x+1 and the right one with
id = x+2. For instance, formula ◻[p,q] ◇[r,s] φ will be modelled with three automata. The automaton
with id=0 is an instance of the always operator, the instance of the eventually operator template has
id=1 and, finally, the instance of φ uses id=2. In the formula φ1 U[p,q] φ2 , the automaton with id=0 is an
instance of the until operator, and id=1 and id=2 are, respectively, the instances of the first and second
sub-formulas (φ1 and φ2 ).
The network of timed automata has to include a timed automaton that models the trace of events, or a
more complex model describing a set of traces with the behaviour of the continuous variables monitored
in the formula. This automaton sends the events through the synchronisation channels to the automata
p
p
ι
ι
ι
describing the formula. Figure 9 shows the model of the trace of events s0 →4 s1 Ð
→d s2 Ð
→5 s3 Ð
→d s4 Ð
→7
q
q
p
ι
ι
→12 s9 Ð
→d s10 ....
s5 Ð
→d s6 Ð
→10 s7 Ð
→d s8 Ð
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Figure 9: Model of an execution trace

4.4

Examples

In this section, we use the event-driven interval temporal logic to express some properties for the artificial
pancreas case study [8]. These properties can be verified using the current implementation on U PPAAL.
Assume that we can measure the patient’s blood sugar level every minute and be notified when the
insulin pump injects a bolus (event bolus). In addition, assume that we can monitor when the patient
goes to sleep (sleep) and wakes up (wakeup). The following formula describes the property: “while the
patient is sleeping, his/her sugar level is never below 90 mg/l”.

◻[sleep,wakeup] φ ,

true
false

where φ ([ti ,t f ]) = {

if ∀t ∈ [ti ,t f ], sugar(t) > 90mg/l
otherwise

(4.4)

This formula is equivalent to a network of timed automata with three instances of automaton templates. The automaton with id=0 represents the operator ◻[wakeup,sleep] (see Figure 8), the automaton
representing the atomic proposition (see Figure 4) has id=1, and finally, the execution trace automaton
has id=2. Finally, to check whether a specific trace satisfies formula ((4.4)), we use the U PPAAL verifier
to prove whether the automaton with id=1 never reaches the error location.
We can express other interesting properties by nesting multiple operators. For instance, the following
formula states that “patient maintains a blood sugar level over 90mg/l while sleeping and each time the
insulin pump injects a bolus the blood sugar level is greater than 140mg/l”.

◻[sleep,wakeup] (φ1 ∧ (◻[bolus,−] φ2 ))

where

⎧
⎪
⎪true if ∀t ∈ [ti ,t f ], sugar(t) ≥ 90mg/l
φ1 ([ti ,t f ]) = ⎨
⎪
false otherwise
⎪
⎩
⎧
⎪
⎪true if ∀t ∈ [ti ,t f ], sugar(t) ≥ 140mg/l
φ2 ([ti ,t f ]) = ⎨
⎪
false otherwise
⎪
⎩
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Conclusions

In this paper, we have presented an event-driven interval temporal logic suitable for describing properties
in hybrid systems. The inspiration of the logic comes from the observation that many properties in
continuous variables of hybrid systems can be more easily specified in terms of the time intervals where
certain events take place. We have also constructed a prototype implementation of logic operators in such
a way that each formula is translated into a network of timed automata that can be analysed on U PPAAL.
We have included a preliminary evaluation using a case study inspired by [8], which analyses the
behaviour of an artificial pancreas.
This paper constitutes an initial approach to the construction of a testing architecture for hybrid
systems involving model-based testing and runtime verification techniques.
Currently, we are interested in the application of the proposal to other domains. For instance, we have
experience in the development of a similar approach that analyses extra-functional properties of mobile
applications running in real devices. Although we do not have a model of the continuous behaviour of the
mobile device, such as how energy is consumed, we can obtain this information from the TRIANGLE
testbed [9], which monitors the evolution of different mobile phone magnitudes.
Finally, we plan to compare our proposal with other real-time logics in the literature, in particular in
terms of expressiveness and complexity.
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