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Universitat Pompeu Fabra

jorge.lobo@upf.edu

Relationships like friendship to limit access to resources have been part of social network applications
since their beginnings. Describing access control policies in terms of relationships is not particular
to social networks and it arises naturally in many situations. For instance, a doctor can look at your
medical records if he or she is your family doctor, or you can read a paper in a repository if your
are one of its reviewers. At the core of the model there is a graph in which nodes represent users
and resources, and arcs are labeled with relationships. Policies are described through paths among
nodes in the graph (e.g., a-friend-of-a-friend represents a path of three nodes and two arcs). Recently,
we have seen several proposals formalizing different Relationship-based Access Control (ReBAC)
models. In this paper, we introduce a class of Datalog programs suitable for modeling ReBAC,
and argue that this class of programs, that we call ReBAC Datalog policies, provides a very general
framework to specify and implement ReBAC policies. To support our claim, we first formalize the
merging of two recent proposals for modeling ReBAC, one based on hybrid logic, and the other
one based on path regular expressions. We present extensions to handle negative authorizations and
temporal policies. We describe mechanism for policy analysis, and then discuss the feasibility of
using Datalog-based systems as implementations. To summarize, our contributions in this paper are
seven:

1. We introduce a carefully selected subset of Datalog with equality constraints as a ReBAC
policy specification language which ensures efficient implementations.

2. We extend the hybrid logic-based ReBAC model with regular path expressions and show a
sound and complete translation of these extended hybrid logic policies into ReBAC Dat-
alog policies.

3. We extend ReBAC Datalog policies to be able to express negative authorizations, all easily
done formally because of Datalog.

4. We also show how we can use Datalog for policy analysis, i.e., for finding policy gaps and
policy conflicts, and briefly discuss how to implement conflict resolution strategies.

5. We further extend the language to handle temporal policies.
6. We present precise complexity and expressibility results of ReBAC Datalog which together

with item (2) characterize the complexity of the (extended) hybrid logic for ReBAC.
7. We present evidence that policy evaluation can be done in the order of a few milliseconds using

off-the-shelf Datalog engines with relationship graphs having hundred of thousands of arcs.
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