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Abstract. Nowadays, many developers around the world use RESTful
APIs along microservices architectures. These APIs are increasingly be-
ing described using the OpenAPI Specification standard. Moreover, they
usually require some level of security. However, maintaining security set-
tings across the entire architecture can be a time-consuming task. For
example, adding a new role to the application may lead to modifying
the settings for each API. This approach presents various drawbacks,
such as low scalability. We have found this problem while working on an
institutional web page. This is why we are developing an extension for
OpenAPI which allows for easier security management on microservices
applications. Furthermore, the in-progress Node.js module will perform
automatic validation of JSON Web Tokens. JWTs are a simple and stan-
dard way to implement access control. Using them along with the afore-
mentioned extension will greatly reduce development time. By providing
some configuration parameters, a single API or a whole infrastructure
will be more secure. This will also cause bigger applications to be more
scalable and easy to maintain.
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1 Introduction

Microservices architectures have seen an important increase in popularity over
the last years. This is because of the different benefits that they offer over tra-
ditional monolithic applications. On one hand, they allow developers to focus
on one functionality for each service. This makes it easier to maintain the code
while also keeping the application modular. On the other hand, modifying any
service only requires redeploying that specific service. This is particularly inter-
esting for cloud hosting, where pricing is something to take into account. New
deployments may increase an application’s uptime and thus their cost too.

Microservices commonly offer their functionality over RESTful APIs. Tradi-
tionally, these APIs would be described using different approaches. Thus, it was
difficult to create sets of tools that would work on every available API. While
some standards did actually exist, their focus was human-readable documen-
tation (API Blueprint) or modelling (RAML), rather than creating a common
machine-readable description. For this reason, the development of a new stan-
dard began in 2010. This new specification was named Swagger. Because of its
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widespread acceptance and adoption, the specification was donated to the Ope-
nAPI Initiative and later renamed to OpenAPI Specification. As of this writing,
the current version is 3.0.2. Thanks to the continuous growth of this standard,
there is now a great ecosystem of compatible tools that range from test suite
creators to full mock server generators.

Security on the web is also a relevant topic. However, despite its importance,
setting it up is commonly a complex and error-prone task. Furthermore, security
configurations are especially problematic on microservices architectures. The
issue arises from the fact that these configurations are usually shared across the
entire application. Many times, settings are replicated on each individual service.
Therefore, making a single change to any parameter requires a complete process
of spreading the said change over the various services.

2 Our problem

Inside the ISA research group, at the University of Seville, we have always fos-
tered the development of microservices applications. Our main ecosystem is Gov-
ernify, a set of tools and utilities mostly centered around service level agreements.
This whole infrastructure is based on microservices, with many APIs offering
their own unique functionality.

Over the course of the last years, we began the development of SABIUS [1].
This is an application oriented towards bibliometric analysis. Using SABIUS,
researchers can check their publications, cites, scores and a series of other metrics.
This application is also supported by a microservices architecture, where all the
business logic is split into different APIs developed using Node.js. Each one of
these APIs focuses on a specific task, such as retrieving the researchers in a given
group or searching for all the publications of a researcher. Furthermore, they are
described using the Swagger 2.0 specification standard. The whole architecture
is backed by a MongoDB database, which is used as a caching system.

While developing the application, we encountered some security concerns.
Primarily, during the early stages, there were no security implementations in the
APIs. Since we were required to keep some confidentiality over resources, our
first approach was the inclusion of JSON Web Tokens. This token is included
inside every request, and each API then checks its validity using our public key.

Even though this first implementation is useful, it is still not good enough.
It requires every API to store the public key somewhere and modifying it would
require a new deployment for each one of them. Furthermore, the logic to verify
that a given token is valid must be added to the code of each API. Finally, we
still do not have a way to define roles and specific permissions.

To sum up, the problem that we are trying to resolve is that of security
management in a microservices application. As this architecture has grown in
adoption, the issue has been discussed various times. One recent example is a
paper from the 2018 IEEE SOSE conference [2]. There, these security challenges
are described, and then the authors propose a simple security framework.
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3 Our proposal

Our first improvement over the current approach is migrating to OpenAPI 3.0.
Since we found out that there were no available Node.js tools for managing
servers based on OpenAPI 3.0, we developed a new npm module named oas-
tools. This module allows for automatic routing and validation of requests.

However, we still needed to support security measures. At first, oas-tools in-
cluded a simple implementation where a developer using this module needs to
provide a custom handler for each specified security component. These compo-
nents are already part of OAS, through the use of securitySchemes. Nonethe-
less, this implementation retains the problems involving the modification of the
code of each API, and roles are not covered in OAS. To solve the aforementioned
problems, we came out with a series of improvements.

Firstly, JWTs would be automatically validated directly through the oas-
tools middleware. However, it is important to note that these tokens can be
validated in a number of ways, so we propose a simple method that works in our
case. Nevertheless, this could be improved in future oas-tools versions.

Then, all configuration parameters would be included inside the OAS file
and should accept external URLs. This way, all APIs would point to the same
configuration file, and changes to it would be reflected on all services.

Finally, roles and permissions over resources should be easily controlled. To
achieve this, we extend an npm module named accesscontrol to have better
integration with the philosophy of RESTful APIs.

In short, our proposal is to manage security through the use of JWT, and
then have the oas-tools middleware authenticate and authorize requests where
necessary. According to the previously referenced paper [2], we are following a
security practice known as principal propagation via security token. Here, an au-
thentication authority (the reverse security token service) generates the token
that will be later propagated over the other services. However, we are also inter-
ested in automating the process of validating said token. Moreover, we intend
to automate authorization based on given roles and specific combinations of re-
sources and RESTful actions. These two tasks are currently our main concern,
and our innovation for oas-tools relies on them. Additionally, we are proposing
new extensions for the OAS standard so that it can support the automated val-
idations that will be carried out. Even though we are using Node.js, these OAS
extensions could be reused with any other language. It should also be mentioned
that our solution relies heavily on implementation. Thus, it may be interesting
to transfer some of these security aspects to the architectural design.
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