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Abstract. Cyber-physical systems (CPS) are all around us, but due
to today’s technical limitations and the possibility of human error, we
cannot yet tap into their full potential. The EU-funded TRANSACT
project aims to develop a universal distributed solution architecture for
the transformation of safety-critical CPS from local, stand-alone systems
into safe and secure distributed solutions. To that end, TRANSACT will
research distributed reference architectures for safety-critical CPS that
rely on edge and cloud computing, ensuring that performance, safety,
security, and data privacy are guaranteed. Furthermore, by integrating
AI services into distributed CPS, TRANSACT will enable the fast de-
velopment of innovative value-based services and business models.
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1 The TRANSACT Project

Cyber-Physical Systems (CPS) are all around us, from telecommunications to
energy, from transport to healthcare or from robotics to military. However, we are
not exploiting their full potential just yet. Especially safety-critical and mixed-
critical systems are still deployed as standalone systems because it is currently
the only way to ensure the system’s safety, security and performance simulta-
neously [2]. But because of that, current CPS are not flexible, room for human
error is still very big, and the computing power they have available is limited. A
more integrated and connected architecture for such systems via edge and cloud
technologies could overcome these limitations [4].
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Market trends show the need for safety-critical systems with novel services
based on smart data analytics able to improve functionality and safety [3], e.g.,
by enabling access to crucial (off-device) information. While customers require
continuous updates and seek lower cost, industry needs to simplify the devices
on location, extend the life of systems, reduce their Bill-of-Material (BoM), and
reduce operation and maintenance costs.

The overarching goal of TRANSACT is to develop a universally applicable
distributed architecture, framework, and methodology, for the transformation
of standalone safety-critical CPS into distributed safety-critical CPS solutions
through the following specific objectives:

O1 — Leverage edge and cloud technologies for safety critical CPS.
TRANSACT aims to develop concepts, approaches, and technologies to make
edge and cloud platforms applicable for safety-critical applications, especially
where other solutions fail in covering needs such as real time.

O2 — Enable continuous development and updates of applications and
services in the device-edge-cloud continuum. This objective targets:
(i) the flexible and secure deployment of distributed applications, (ii) the
trade-off analysis for distribution of functionality, (iii) the simulation of dis-
tributed safety-critical CPS solutions, and (iv) strategies for continuous up-
dating of applications.

O3 — Ensure safety and timing performance from a user perspective.
This objective targets end-to-end performance and safety for distributed
CPS, graceful degradation, and run-time performance management.

O4 — Guarantee security and privacy in the device-edge-cloud con-
tinuum. This objective focuses on (i) end-to-end security and privacy for
distributed security-critical CPS supporting the overall life cycle (develop-
ment, deployment, operation and maintenance); (ii) security and privacy
protection built by design into the architectures; and (iii) secure deploy-
ment and use of distributed applications.

O5 — Fast innovation with novel services. This objective addresses (i) the
integration of AI services into distributed safety-critical CPS, (ii) the fast
development of innovations using virtual product development, and (iii) new
business models enabled by edge and cloud services.

O6 — Effective impact. TRANSACT aims to generate an effective impact
by organizing, coordinating, and participating in external events to share or
disseminate experiences, ideas, products, and demonstrators.

The TRANSACT project results are being demonstrated in three of the
ECSEL-MASP 2020 Key Application Areas: Transport and Smart Mobility,
Health and Well-being, and Digital Industry.

2 TRANSACT Use Cases

To achieve cross-domain applicability, TRANSACT incorporates partners from
the entire ECSEL electronic components and systems value chain. Up to five use
cases have been selected to cover multiple elements of this value chain:
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UC1 — Remote operation of autonomous vehicles for navigating in
urban environments: In this use case, we address the main challenges
for developing a solution for remote control of (semi-) automated vehicles
for navigating in urban environments—low latency, information accuracy,
and multi-modality [5]—and we enhance the capability of the vehicle to
understand its surroundings, and react to others’ behaviors.

UC2 — Critical maritime decision support enhanced by distributed,
AI enhanced edge and cloud solutions: This use case aims at estab-
lishing enhanced maritime monitoring and decision support—as opposed to
current solutions where systems are not commonly designed to receive in-
formation from outside the vessels themselves [1]—by using a distributed,
AI-enhanced edge and cloud solution. We will move from an onboard fo-
cused architecture to a cloud-based computing solution for near real-time
monitoring and decision support related to safe and efficient navigation.

UC3 — Cloud-featured battery management systems: In this use case
we transform the architecture of electric vehicle systems from local to dis-
tributed. Data produced by the vehicle, and especially by the battery man-
agement system, will be transmitted via a secure, wireless connection to
remote location as opposed to the current practice, where data is only down-
loaded by wire on service stops. This data enables better estimation of bat-
tery life, failure prediction and error management.

UC4 — Edge-cloud-based clinical applications platform for Image
Guided Therapy and diagnostic imaging systems: In this use case we
aim to separate the (purely software based) image processing or reconstruc-
tion from imaging devices (scanner or x-ray machine). This would enable the
virtualisation of the image processing process and subsequently the applica-
tion of distributed, edge or cloud-based architectures for image processing,
which will much better utilise the available compute resources.

UC5 — Critical wastewater treatment decision support enhanced by
distributed, AI enhanced edge and cloud solutions: The objective of
this use case is to move from the current centralized SCADA to a distributed
system to improve plant operation: detect and anticipate failures due to
undesired discharges to the sanitation network, adopt predictive maintenance
strategies to avoid downtime, create a cloud-based dataset for cross-cutting
analysis of the plants, and assist staff in making safety-critical decisions.

3 Project status and results

TRANSACT is progressing towards transforming local CPS into distributed
safety-critical CPS solutions. We started by collecting the input from the identi-
fied use cases with respect to the current state of the art, the current architectures
of safety-critical CPS, the most suitable workflows that benefit from edge and
cloud technologies, the high-level end-user requirements, and the functional and
non-functional specifications that will guide the development of the envisioned
device, edge, and cloud-based solutions and define the TRANSACT architec-
tures. We also collected requirements and concepts for end-to-end safety and

3



performance assurance, and end-to-end security and privacy assurance to man-
age safety and performance of distributed applications. Moreover, we analyzed
the current challenges with respect to continuous development and independent
releasing for the different project domains. For each of the use cases, we started
with the design of the demonstrators, defining the environment, scenarios, and
TRANSACT services to be covered, and identifying the most suitable edge and
cloud platforms. We also collected previous experiences regarding verification &
validation methods to establish commonalities and define the most appropriate
procedures and guidelines for the development of all TRANSACT demonstrators
in a harmonized way.

Focusing on use cases, the project advances encompassing the development
of architectures and tools that address the requirements of each use case. The
TRANSACT Spanish sub-consortium5, focuses its effort on UC5 (the Span-
ish use case). The implementation revolves around three demonstrators. During
the first phase of the project, (i) a proof of concept of the first demonstra-
tor—the detection of illegal industrial discharges reaching wastewater treatment
plants—has been designed and tested. For this purpose, end-user requirements
have been analysed, and we have developed a domain specific language (DSL) to
model the plants—including the water treatment stages, the IoT system involved
in the processes, and alarm generation in case of emergencies. Moreover, arti-
ficial intelligence algorithms have been implemented on different types of data
sources—including manually collected data (mainly laboratory data), meteoro-
logical data, and data from continuously measuring sensors to predict future
unexpected discharges. For (ii) the second demonstrator—the implementation
of the analysis of cross-plant business intelligence—an initial step of homogenisa-
tion of data collected from different facilities has been required and a preliminary
visualisation interface tool has been implemented. Finally, (iii) the design of a
third demonstrator on predictive maintenance of critical equipment built with
data from several facilities is still in an initial phase focused on the analysis of
the available data.
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