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Abstract. Mutation testing has been found to be an efficient technique
in order to assess the quality of a test suite. The use of Simulink mod-
els is increasing in both industry and academia to model and simulate
complex systems such as Cyber-Physical Systems (CPSs). An advantage
of Simulink is its ease to integrate software and control algorithms with
complex mathematical models that typically represent continuous dy-
namic behaviors. In addition to that, the increasing industry trend of
adopting product line engineering methods is resulting in configurable
Simulink models. This is to efficiently support the variability that the
products demand. Consequently, many configurations can be employed
to test the configurable system. Each of these configurations will have
a set of mutants, which will be in accordance with the configuration
characteristics (i.e., features). However, manually generating and con-
figuring mutants for each of the configurations is a time-consuming and
non-systematic process. To deal with this problem, we propose a method-
ology supported by a tool that automatically generates mutants for con-
figurable Simulink models.
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1 Introduction

Mutation testing is a well-known technique to measure the effectiveness of test
suites. The core idea of mutation testing is to obtain an original program under
test and create different versions of this program (i.e., mutants) by adding small
syntactic variations (i.e., artificial faults) [16][15]. The quality of a test suite is
evaluated by means of the mutation score, which aims to execute its test cases
and comparing the outputs of the original program with the different mutants.
Different studies have demonstrated the validity of mutation testing in evaluat-
ing test suites by comparing this technique with real faults in large empirical
evaluations [16]. Other studies have discovered the main threats of mutation
testing (i.e., the presence of subsumed mutants (also known as redundant mu-
tants)) [21]. Moreover, recent studies that propose approaches for test generation



of Simulink models [19], test case selection [5] or test prioritization [4] of Cyber-
Physical Systems (CPSs) modeled in Simulink, have employed mutation testing
to evaluate the performance of their approach.

Interdisciplinary domains such as CPSs, where digital cyber technologies (in-
cluding software, control algorithms and embedded systems) are integrated with
parallel physical processes (electrical and mechanical actuators) [10], incorporate
different modeling needs [19]. MATLAB/Simulink is a block diagram environ-
ment for Model-Based Design. The support of MATLAB/Simulink, for simula-
tion and code generation attracts engineers of different domains and industries,
such as the automotive industry [25][19][18][6].

Moreover, CPSs are becoming highly configurable, and thus, Simulink models
must now support the variability demanded by these systems. For example, the
industrial case studies reported in the experiment proposed by Matinnejad et
al. had 41 and 65 configurable parameters [19]. The case study we employed for
the evaluation of this study, further explained in [3], involved different features.
By combining all features, over 800,000 potential configurations were identified,
without even considering configurable parameters. Other evidence of the demand
of acquiring product line engineering methodologies in industry is the integra-
tion of MATLAB/Simulink with a widely used variability modeling tool named
pure::variants [22].

Within the product line engineering domain, specific faults may appear in
some products whereas in others this does not occur. This is usually due to the
faults being located in the assets of specific features which might appear in a
concrete product but not in others. As a result, when assessing a test suite in
a specific configuration from the product line, it is important to select those
mutants which correspond to that configuration. However, manually selecting
each corresponding mutant can be an inefficient, time-consuming and error prone
process, as some mutants that are not specific to the configuration can be chosen.
This paper advances the state of the art by proposing a methodology to efficiently
generate mutants for the product line engineering domain. To this end, we have
chosen two widely used tools: (1) FeatureIDE [23] for modeling and managing
variability and (2) MATLAB/Simulink for system modeling and simulation.

The rest of the paper is structured as follows: Section 2 gives an overview
of the background related to mutation testing, product line engineering and
Simulink. The proposed methodology for the automatic generation of mutants
is explained in Section 3 and its evaluation is described in Section 4. Section 5
positions our work with the current state-of-the-art. Conclusion and future work
are outlined in Section 6.

2 Background

2.1 Mutation Testing

Mutation testing is a widely used fault-based testing technique that measures
the effectiveness of test suites in terms of its ability to detect faults [15]. This



ability is measured by the mutation score [15], which measures the percentage
of mutants a test suite can distinguish from an original program [16]. The pro-
cess of mutation testing is to obtain the code of a program and create faulty
versions (i.e., mutants) by transforming the program (i.e., injecting faults) [15].
The transformation rule that creates a mutant is known as a mutation operator
[15]. Consider as an example the original program shown in the left column of
Table 1, and the mutant program in the right column. As it can be observed,
the mutant program includes a deviation from the original where the “less than”
operator is replaced by the “less than or equal” operator. The mutation operator
in this case was the Relational Operator Replacement (ROR).

Table 1: Example of how a mutant can be created
Original Program Mutant program

if(a<5)

return 0;

if (a<=5)

return 0;

2.2 Product Line Engineering

A product line is a set of related products sharing commonalities and variabilities
[7]. The idea of product line engineering is to reuse a family of software products
from common features instead of developing each product individually to meet
customers’ personalization [7]. To manage and model the variability of product
lines, the notation of feature modeling has been cataloged in industry as the most
used one [8]. A feature model is a hierarchical representation of the information
of all possible products of a product line in terms of features and relationships
among them [7]. A basic feature model is composed of various features and
cross-tree constraints. These features can be cataloged in a feature model as
“Mandatory” (when a feature appears in all products), “Optional” (when a
feature can be optional in a product), “Alternative” (when only one feature
among a set of child features can be selected) or “Or” (when one or more features
among a set of child features can be selected). A feature model can also contain
cross-tree constraints: the “Require” constraint (when a feature requires another
feature in the product) and the “Exclude” constraint(when two features cannot
be integrated in the same product).

An example of a feature model, employing the tool FeatureIDE [23], is shown
in Figure 1. The system involves the control of the liquid level of an industrial
tank that can be configured into 144 configurations [2]. Eight features are manda-
tory whereas three of them are optional. Moreover, ten features are classified as
“alternative” features, while two of them are “Or” features. Regarding the cross-
tree constraints, the pH sensor, whose objective is to measure the acidity of the
liquid, is selected based on the type of liquid employed (i.e., water or chemi-
cal). This is modeled with a “require” constraint when the liquid is a chemical
product and with an “exclude” constraint when the liquid is water.



Fig. 1: Example of a feature model for a configurable CPS [2]

Product line engineering can be structured into two main layers: (1) domain
engineering layer and (2) application engineering layer. The domain engineering
layer considers the variability of the whole system, and its primary objective is to
generate members of a family [24]. On the other hand, the application engineering
layer considers specific products from the product line based on the customer’s
requirements, by exploring the space of requirements for an application and to
generate the application [24]. In other words, at the application engineering layer
the variability is resolved to form a specific configuration.

2.3 Simulink Models

Simulink is a simulation tool integrated into MATLAB that provides a graphical
editor, customizable block libraries and solvers for the modeling and simulation
of dynamic systems [12]. Examples of Simulink models are depicted in Figures 3
and 4. As shown in these figures, the main components of the models are blocks
(i.e., functional units that receive input data and transform it into outputs) and
lines (i.e., mechanisms to transmit data among blocks) [12].

MATLAB/Simulink has been the modeling and simulation standard de-facto
for testing complex dynamic systems [19]. The use of this tool permits several
advantages such as the integration of complex mathematical models that rep-
resent the physical layer of CPSs with software [3]. In addition, it permits the
automatic generation of embedded code [19], which is optimized based on the
type of processor used to control the system.

3 Automatic Generation of Mutants for Configurable
Simulink Models

This section presents our methodology for generating mutants to use in con-
figurable Simulink models. We propose a two-step strategy: in the first step a
generic Simulink model with all the mutants is generated, and subsequently, the
second step involves the processing of the generic model and the removal of the
unnecessary mutants for a specific configuration. The overall process is shown
in Figure 2.
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Fig. 2: Overview of the generated generic mutation model for two mutants with
the developed tool

3.1 Generic mutants model generation

The first step automatically generates a generic mutants model. To achieve this,
we have developed a mutants generation tool that obtains as input three main
files: (1) an attributed feature model, (2) the original configurable Simulink
model and (3) a file with mutants information. The attributed feature model in
our case is a FeatureIDE-based model [23], which is saved into an *.xml file. In
addition, FeatureIDE permits embedding small notes into their features, which
has been employed to introduce the localization of the assets related to each
feature inside the configurable Simulink model. The second file is the original
configurable Simulink model, which is a 150% model. A 150 % model in this
context is a Simulink model that includes all the variability. This 150% model
is designed to consider all the system variability in a unique model with the
variability being resolved for each product configuration. The 150% model ap-
proach was selected because it is the most used variability modeling technique in
Simulink, as the tool provides several mechanisms to model variability with this
approach [1]. Further information about variability modeling of Simulink models
can be found in [1]. The third file is the mutants information file, which is an
optional excel file. This file contains specific information about the mutants to be
generated. The test engineer can select specific features and mutation operators.
Following this, our tool tries to automatically perform the selected mutation in
the specific asset of the feature. As the file is optional, if no such file exists,



the tool randomly selects the features to be mutated as well as the mutation
operators.

The generic mutants generator works as follows: First, it parses the *.xml file
of the feature model and obtains information about each feature such as name of
the feature and its location in the model. Second, the tool processes the mutants
information file if the test engineer has developed it. In that case, the tool obtains
and stores the features and the mutation operator. If there is no feature model
file, the tool randomly selects a set of features as well as the mutation operator.
The third step is to obtain the 150% Simulink model and create the mutants. For
this step, the following tasks are undertaken for each mutant: (1) create a copy of
the model, (2) obtain the mutation operator that needs to be performed and its
location, (3) check whether the mutation operator can be performed in the set
location, (4) perform the mutation operator if possible or if not possible change
the mutation operator. Figure 3 shows the final result of the generic mutation
model for two generated mutants. When the mutation is performed, the mutated
block is highlighted in another color, as shown in the example provided in Figure
4, with the objective of easing the specific localization. This process is repeated
until all mutants are generated. As a final step the inputs of the original version
of the system are integrated with the inputs of each mutant.

Original model Generic mutation model

Fig. 3: Overview of the generated generic mutation model for two mutants with
the developed tool

In total, we implemented ten mutation operators, which were those proposed
by Hanh et al. for Simulink models [12]: Variable Negation, Variable Change,
Constant Change, Constant Replacement, Statement Change, Statement Swap,



Mutant versionOriginal version

Fig. 4: Example of a mutation performed by our tool with the “Constant Change”
mutation operator

Relational Operator Replacement, Arithmetic Operator Replacement, Arith-
metic Sign Replacement and Logical Operator Replacement.

3.2 Configuration of the mutants model

The second step is to instantiate the required mutants according to a specific
product configuration. Faults in product lines might locate in specific features
that do not appear in the product under test. Thus, the objective of the mutants
model configuration is to remove these mutants. To this end, the mutants model
configurator receives as input (1) the general mutants model, (2) the configura-
tion file and (3) the relations between mutants and features of the feature model.
The configurator reads the relations between mutants and features and it checks
whether the associated feature to a specific mutant is part of the configuration.
In case the feature of a specific mutant is not part of the configuration under
test, the configurator removes the mutant from the generic model. This process
is repeated for each of the generated mutants. The following step is to resolve
the variability of the 150% models by parsing the configuration and configuring
each of the instantiated mutants for the selected product. It is noteworthy to
mention that this step is system specific and the system engineer must develop
the model configurator (i.e., an external function called by our tool) following
one of the strategies for modeling variability in Simulink [1].

The possibility exists, that as a mutant might be in a specific asset of a non-
selected feature, the mutation could be removed at the point of configuring the
system, and thus the mutant could be not removed from the model. However,
it is important to highlight the importance of removing the entire mutant from
the model. First, to reduce the test execution time (i.e., the less mutants in the
model, the less time it takes the simulator to perform the simulation). Second,
to avoid the equivalent mutant problem (i.e., if the mutation is removed, the
mutant will behave as the original system behaves). The last step consists in
compiling the mutants to see whether the model is compilable.

4 Evaluation

The aim of the evaluation was to evaluate the time required by our tool to
generate mutants for configurable Simulink models. Notice that manually gener-



ating mutants for the context of Simulink models can be a time-consuming and
error-prone process. Thus, we wanted to evaluate the time required by our tool
to generate mutants. To assess this, we raised the following Research Questions
(RQs):

– RQ1: How much time is required to generate the generic mutants model?
– RQ2: How much time is required to configure a product-specific mutants

model?

4.1 Experiment Design

To evaluate the developed tool we employed a case study of an Unmanned Aerial
Vehicle (UAV). This case study was based on [20], which is a Simulink model
that we have employed for other evaluations (e.g., test system generation [3]
and test case selection [4]). The UAV is a model of the AR.Drone [9], one of
the most well known drones. In total, the Simulink model of the UAV involves
843 blocks (an example of an industrial case study involved 443 in [18]), and
its system feature model involves a total number of 46 features and 5 cross-tree
constraints.1

To answer RQ 1, we generated five different generic mutants model. Each
of the models had different number of mutants (1, 5, 10, 15 and 20) to assess
the scalability of our approach. We employed a different number of mutants to
investigate the correlation between the number of mutants with their generation
time. In addition, we ran each generation 20 times to account for random vari-
ations. For each run, the time required by the tool for generating the generic
mutants model was measured.

Similar decisions were taken to answer RQ 2, which aims at measuring the
configuration time for the product specific models. The general model with 20
mutants was taken as an input to the configurator. In addition, products of dif-
ferent sizes were selected to have different mutants in each product. The products
had (7, 9, 12, 14 and 17) mutants. The tool generated 20 product-specific mu-
tants models for each product to account for random variations and we measured
its configuration time. The experiments were performed with a computer run-
ning a Windows 7 operating system in an Intel Core i5, 2.5 GHz processor with
8 Gb of RAM memory.

4.2 Results - Generating the generic mutants model

Figure 5 shows the average mutants generation time for the 20 runs of each of the
generic mutants models. It can be appreciated that the test generation time is
lineally correlated with the number of generated mutants. In fact, the tendency
line is shown together with its equation. In total, an average time of 0.9 seconds
would be required to generate each mutant and an additional time of around 2.1
seconds for other steps (e.g., parse the feature model, open, save and close the
generic mutants model, etc.).

1 Detailed information of the case study and its feature model is available in
https://sites.google.com/a/mondragon.edu/asterysco/
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Fig. 5: Average mutants generation time for the generic model

This step could be skipped when manually generating mutants by directly
generating the mutants during the configuration of the mutants model. However,
having a generic mutants model would ease the following configuration step.
The process of manually generating the generic mutants model would require:
(1) copy and pasting the original model into the generic mutants model, (2)
modifying the original model with the artificial fault (for each of the mutants)
according to the position of the asset of the feature and (3) linking each input
of each mutant with the input of the original system (as appreciated in Figure
3). These three steps would take a longer time than our automated approach.
A possible advantage of manually generating these mutants could be that the
test engineer knows exactly where the fault will be localized. However, our tool
indicates where the mutation has been performed by changing the color of the
mutated simulink block (as appreciated in Figure 4).

4.3 Results - Configuring the product-specific model

Figure 6 shows the average time for configuring product models based on their
corresponding mutants. The graph series show an average product configuration
time of between 14 and 16 seconds. Unlike when generating the generic mutants
model, the average product model configuration time does not show a strong
variation with the number of mutants involved in each product.

Depending on whether the generic mutants model was previously generated
or not, the product-specific model configuration could be performed in two man-
ners. If the previous generic mutants model was not developed, the test engineer
would need to inspect the features in the selected configurations and generate
each mutant for the selected faulty features. Later, the inputs of the mutants
would require to be integrated with the inputs of the original system model.
As a last step, the mutants would be configured for the selected configuration
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and compiled in order to check whether there is a compilation error. The second
manner would involve a generic mutants model generated at a previous stage. In
that case, the test engineer would need to read the configuration and according
to the selected features, the non-required mutants would be manually removed
from the model. The remaining mutants would later be configured according to
the product’s features and compiled to check whether there are errors or not.
The second case would be easier and faster for a test engineer. However, in any
of the cases, the error proneness as well as the mutants configuration time would
be higher than when employing the automated solution proposed in this paper.

4.4 Discussion

Results for the generation of the generic mutation model show that increas-
ing mutants increases the mutants generation time, whereas on the case of the
product-specific mutants model, the number of mutants that each product needs
does not have a significant impact in the configuration time. We believe that the
average time for mutants generation and configuration when employing our au-
tomated approach outperforms a traditional manual approach. Moreover, we
believe that our approach is more systematic than a manual one for generating
mutants. We also assessed the test suite in [4] for the five generated mutants
models. All the mutants were killed by the test suite. Remark that the quality
of each mutation operator remains for future work.

The total mutants generation time (MGTime) for |P | number of configurable
Simulink products can be estimated using Equation 1. FMElaboration is the
time required by a test engineer to elaborate an attributed feature model that
traces the assets with features. GMMGeneration is the time required by the



proposed tool to generate the generic mutants model, which is the first step in
our approach. As shown in Section 4.2, the time to generate this model is in
some seconds, which is directly correlated to the number of mutants that needs
to be generated. This step is required to be performed once, since the second step
re-used the generated model when a product-specific mutants model is required.
On the other hand, PSMConf is the time required by the proposed tool to
configure a specific product, which is between 14 and 16 seconds according to
the performed experiment. Unlike the general mutants model generation, this is
required any time a product-specific mutation model needs to be configured.

MGTime = FMElaboration + GMMGeneration +

|P |∑
i=1

PSMConf(i) (1)

Answers to RQs: RQ 1 aims at answering the time required by the developed
tool for generating a generic mutants model. The proposed experiment suggests
that on average around 0.9 seconds is spent per generated mutant and an ad-
ditional average time of around 2 seconds is spent to parse the feature model,
open, copy, paste and save the simulink model. As for the RQ 2, where the time
required by the configurator to select, configure and compile a product-specific
mutation model is investigated, results show that the time can vary between
approximately 14 and 16 seconds.

4.5 Threats to validity

This section identifies the main threats that can invalidate our evaluation. An
external validity threat can be the number of case studies employed. Although
we employed a case study, its complexity based on number of Simulink blocks is
higher than a typical industrial case study, which are around 400 blocks (e.g., case
studies in [18][25]). A conclusion validity threat of the performed evaluation is the
random variation that produces the mutants generation and configuration time.
To reduce this threat we repeated each generation and configuration 20 times
and reported the average values for each of them. As for internal validity threats,
one could be the type of computer employed. Another type of computer could
give other results based on its characteristics (e.g., RAM memory, processor
frequency, etc.). To reduce this threat, we employed a standard computer that
can be employed by engineers in industry for modeling Simulink models.

5 Related Work

Different studies considered mutation testing for testing product lines. Henard
et al. proposed an approach that generated mutated versions of feature models
[14]. Products were derived from the original feature model and the quality of
the generated products was tested against the generated mutants by checking



whether the generated products satisfied the boolean formula of the mutants or
not. This technique was also employed to generate SPL configurations using a
search-based approach [13]. In these two approaches the mutation was performed
in feature models, whereas in our case we propose the mutation in the assets of a
product line, which are simulink models. Accordingly, a test case in the context
of [14][13] was a configuration of the product line, whereas in our case a test case
is a set of reactive stimuli signals that tests a specific product of the product
line [5].

Other studies proposed mutation testing to assess test suites. Lackner and
Schmidt proposed mutation operators at three levels for evaluation of test cases
for SPLs [17]: (1) in the feature mapping models, (2) in UML state machine
models and (3) in feature models. They empirically assessed the effectiveness
of each individual mutation operator. On the contrary, we consider mutation
only in the assets of the product lines (i.e., in Simulink models) and employ
attributed feature models to indicate the localization of the asset (i.e., where the
mutation should be performed). Moreover, our evaluation is performed based on
the performance of our tool for generating mutants in terms of time.

Devroey et al. employed a new term named “Featured Mutant Model”, where
feature models were employed as modeling framework for mutation analysis [11].
The proposed featured mutant models allowed the generation of behavioral mu-
tants, sped up the evaluation of test suites and performed higher-order muta-
tion in an optimal manner. However, despite employing feature models, their
approach was not oriented towards mutation testing of product lines, unlike the
approach proposed in this paper.

6 Conclusion and Future Work

Mutation testing has been widely applied to assess the quality of a test suite. We
propose an approach for mutating configurable Simulink models where their vari-
ability is modeled with feature models. Specifically, we have proposed a method-
ology with tool support that reads feature models (compatible with FeatureIDE
[23]), and by means of a two-step approach it generates mutants for specific
configurations of the product line. The use of this tool permits an automated
solution to a problem that in previous studies (e.g., [2]) remained manual. An
evaluation with a case study involving an UAV has shown that our tool is capable
of systematically generating mutants within some seconds.

In the future we foresee developing the following extensions to our tool: (1)
further mutation operators, (2) mutation operators to simulate feature inter-
action faults and (3) development of search algorithms for the cost-effective
minimization of mutants. For the first extension, we plan to individually analyze
the different blocks and particularities that Simulink models have, and detect
potential faults that engineers might make. For the second extension, we plan
to investigate the feasibility of including faults due to interaction of features in
Simulink models, which are typical faults in product line engineering. A possible
way of integrating these kinds of faults could be in the integration between the



assets of different features inside the Simulink models. Finally, we seek to tackle
one of the major problems of mutation testing (i.e., its test execution cost) by
integrating search algorithms in our tool with the objective of cost-effectively se-
lecting relevant mutants. This is especially important in the field of CPSs as the
use of complex mathematical models considerably increases the computational
capabilities. In addition to the extension of different tool features, we would like
to empirically evaluate the performance of the mutants generated by our tool.
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