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Abstract. Internet of Things (IoT) has become an important research topic dur-
ing the last years due to the increasing number of devices, sensors and actuators 
available, and the expected trends in the availability of these elements. BETaaS 
aims at providing a horizontal solution which will facilitate things management, 
exploiting their full potential and providing advanced capabilities such as 
Quality of Service (QoS), security, trust, virtualization, linked data and depend-
ability, so things will be used as services with all the guarantees required by end 
users executing their applications in any environment. 
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1 Introduction 

Recent works have shown the potential of the Internet of Things (IoT) topic in a 
near future, such as in the report written by the Internet of Things initiative (IoT-i) 
about the expected future scenarios1. Moreover, there are important expectations re-
garding the economy around these systems, which is expected to reach a market of 
$14.4 trillion between 2013 and 2022, according to CISCO2. 

The problem is that IoT platforms are not ready for the challenge. Up to two years 
ago, IoT platforms were managing data in a centralized way, not exploiting locality of 
resources and applications consuming the data, and the potential of Big Data. Moreo-
ver, certain non-functional aspects, such as scalability, security, reliability and Quality 
of Service (QoS) were not correctly managed or taken into account. Finally, M2M 
(machine-to-machine) systems were built for concrete domains, creating vertical plat-
forms which were very useful for the domain they were designed for, but they were 
not flexible enough to be applied in different environments. 

Therefore, BETaaS (Building the Environment for the Things as a Service) 
emerged as a horizontal platform which would be able to manage resources in a 
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cloud-like manner, dealing with non-functional properties and exploiting the distrib-
uted nature of IoT domains. 

2 Objectives of the Project 

The EU-funded FP7 research project BETaaS (http://www.betaas.eu/) aimed from 
the beginning at providing an extended model for Things as a Service (TaaS) with 
which it would be possible to access sensors data and use actuators in a very easy 
way, introducing the concept of local clouds where any device and thing in the envi-
ronment becomes an abstracted resource which can be used by applications running in 
that environment, facilitating the creation of horizontal platforms for several domains. 

Therefore, the project had four main objectives, focused on reducing or avoiding 
the limitations identified before: 

• To define a TaaS reference model embedding context- and resource-awareness; 
• To define content-centric principles applicable to things-based applications; 
• To implement a local cloud distributed BETaaS platform; 
• To provide platform-level support of security, dependability and QoS. 

This is in line with other projects such as OpenIoT3, but BETaaS aimed at abstract-
ing more the access to things and their data, while at the same time, more advanced 
features were provided (QoS, trust, dependability, etc.). 

As a way to validate the listed objectives, the project proposed two different sce-
narios, where heterogeneous things and devices would interact: a home automation 
scenario and a smart city scenario. 

3 Proposed Solutions 

The project has defined a layered model which groups the different features to be 
implemented by BETaaS: 

• Service Layer: The top layer offering APIs to applications for their installation and 
management (access to data, actuators, etc.); 

• Things as a Service (TaaS) Layer: Responsible of the management of resources, 
which provides things as services and controls their allocation to applications; 

• Adaptation Layer: The closest layer to the physical world, a bridge between the 
things and the BETaaS Platform (based on plugins for the different protocols). 

Based on this layered model, a distributed architecture has been designed, so a set 
of BETaaS Gateways may be grouped locally in what we call BETaaS Instances, 
forming the local clouds of resources to be managed by the BETaaS Platform and 
used by the applications to be executed in the environment.  

                                                             
3 http://openiot.eu 



3.1 Basic Features of the Platform 

One of the main features in BETaaS is the possibility to abstract the access to sen-
sors and actuators exposing them as services and their data as linked data. There is a 
Context Manager component which, once a new thing is discovered, creates some 
semantic metadata about it, so a ‘thing service’ is generated as the representation of 
that thing. It gathers information about features/functionalities provided by the thing, 
units, location (GPS coordinates/location indications) and communication protocols. 

This information is crucial, since it enables one of the main strengths of BETaaS: it 
is possible to request concrete features (i.e. temperature, humidity) in concrete loca-
tions (i.e. certain street in a given city) when ‘installing’ an application, instead of 
accessing directly some sensors. When an application requests features in given loca-
tions, the platform finds the best Thing Services and indicates how to combine their 
measurements (i.e. average, OR, AND…) by using a semantic engine and some Natu-
ral Language Processing techniques based on WordNet. Equivalents are also found.  

The effective result is that things are exposed as ‘thing services’, but the applica-
tions only see features they access as web services, thanks to a simple application 
manifest which lists the requested features and their associated non-functional re-
quirements (i.e. QoS, trust), if any. 

The process for applications installation aims at improving resources allocation in 
the environment by adding two more phases based on some advanced features: i) 
reduce the list of candidates by checking trust values and ii) arrange the candidates 
depending on QoS capabilities. Thanks to this allocation, the platform is able to per-
form some recovery actions by re-allocating resources when things are removed, they 
stop working or even when a feature is required in a different location, as a way to 
increase reliability.  

Data coming from sensors and actuators is exposed through some basic features 
added with respect to linked data: i) a GUI for accessing information about the BE-
TaaS ontology; ii) publication of datasets with sensors generated data, in CSV format; 
and iii) publication of datasets catalog in DCAT4. This automatic generation of da-
tasets is a very useful feature, since data can be provided in an open way, so applica-
tions can use the required datasets directly, instead of needing to access the things. 

Moreover, since lots of data may be generated, a Cloudera platform is available for 
performing Big Data operations (due to the complete amount of tools it provides). 
Basically, BETaaS provides some basic management for pushing new tasks to the Big 
Data platform. In principle, this platform is accessible through the Internet, although it 
would be possible to perform some ‘local’ operations using local resources as well. 

This is possible because the platform exploits virtualization on some limited devic-
es (even with ARM processors) by means of the KVM hypervisor, following the ‘fog 
computing’ paradigm. It is possible to deploy lightweight VMs in the environment: i) 
for deploying simple web applications; ii) for having virtualized gateways; and iii) for 
Big Data operations. It is also possible to use remote Cloud platforms for using the 
same VMs, whenever necessary. Currently, OpenStack and OpenNebula are support-
ed. 
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3.2 Advanced Features of the Platform 

As part of the advanced features, BETaaS provides dependability management 
which can identify failures in the system and some basic corrective actions, in order to 
support recovery of the system. Its implementation is able to perform some basic 
actions according to a table of failures defined, including potential problems connect-
ing to things, issues with each component, etc...  

From the security perspective, there is some validation of certificates for guaran-
teeing applications get security tokens when accessing the platform functionalities. As 
for trust, there are two main models which aim at increasing reliability and reducing 
the risk of experimenting issues in open environments: 

• A model for evaluating things: based on security features, QoS fulfillment, battery 
availability, scalability, data stability and dependability; 

• A model for evaluating gateways: based on known interactions, gateway dependa-
bility, path to the gateway, gateway energy and reputation. 

Finally, as QoS is a crucial aspect in IoT, BETaaS includes it by design. There is a 
negotiation of QoS parameters when an application requests its installation in a BE-
TaaS instance. After the negotiation, the QoS component also selects the best things 
to be used by the application (it performs some re-arrangement of resources based, 
among others, on energy efficiency). When real-time access to data is requested, the 
component checks a potential re-allocation of resources just before pull requests or 
before performing subscriptions (push mode). QoS monitoring is performed in order 
to guarantee SLAs are fulfilled. 

4 Platform Implementation 

The BETaaS Platform has been implemented in Java, using OSGi as the base 
framework. This has facilitated the management of the components and their deploy-
ment. Currently, these components are being deployed in Apache Karaf, although it 
would be possible to use other OSGi containers. The source code of the platform is 
available in GitHub5. 

5 Conclusions 

As an answer to the growing demands in the IoT field, BETaaS has released a dis-
tributed platform which is valid for several domains thanks to its semantics and re-
sources management mechanisms. The platform is able to deal with non-functional 
properties not present in other platforms, such as QoS, dependability or trust, giving it 
important advantages. Moreover, its implementation facilitates compatibility with 
different systems, as well as flexibility for components management and for its future 
evolution.  
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