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The behavior of mobile devices is highly non deterministic and barely predictable due to the interaction of the user with its applications. In consequence, analyzing the correctness of applications
running on a smartphone involves dealing with the complexity of its environment. In this paper,
we propose the use of model-based testing to describe the potential behaviors of users interacting
with mobile applications. These behaviors are modeled by composing specially-designed state machines. These composed state machines can be exhaustively explored using a model checking tool
to automatically generate all possible user interactions. Each generated trace model checker can be
interpreted as a test case to drive a runtime analysis of actual applications. We have implemented a
tool that follows the proposed methodology to analyze ANDROID devices using the model checker
SPIN as the exhaustive generator of test cases.
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Extended abstract

Our model-based testing [5] proposal is based on the idea that each application is associated with a set
of intended user behaviors, instead of being used randomly. For each application screen, we use state
machines to construct a non deterministic model which represents the expected use of the screen/application. This state machine is built semiautomatically, with information provided by the expert (the app
designer or tester) and by ANDROID tools like UI AUTOMATORV IEWER. Then, all these view models
may be conveniently composed to construct a non deterministic model of the user interaction with a subset of mobile applications of interest. Each execution trace of the composed state machine corresponds
to a possible realistic use of the mobile. Thus, the generation of test cases is reduced to the generation of
all possible behaviors of the composed machine, which may be carried out by a model checking tool.
We define the behaviour of mobile applications through the composition of state machines at different
abstraction levels. The lowest level is composed of view state machines, each one corresponding to an app
screen. The view contains the controls (e.g. buttons, text fields) through which the user interacts with the
app, and which are used as events to trigger transitions. Only one view may be active at the same time,
and thus be manipulated by the user. Some user events may change the view that is currently active.
We have modeled this control transfer between views through the composition relation of view state
machines from which device state machines are constructed. Device state machines use the connection
states to switch from the current active view to a different view.
We use the SPIN model checker [4] in our approach for automatically generating test cases from
application models in the following way. First, each device will be represented by a single PROMELA
process, which contains a state machine that models the applications contained on that device. The state
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Figure 1: Test generation and execution process
machines themselves are written as loops, where each branch corresponds to a transition triggered by an
event. The current state of each state machine (stored as a global PROMELA variable) determines which
branches are active and may be taken. This PROMELA specification is explored exhaustively by SPIN in
order to generate all possible test cases described by the application model, taking all possible alternatives
when there is more than one active branch at the same time. Finally, the test cases are translated into
JAVA classes which carry out the user actions in the ANDROID device.
The paper provides two main contributions. The first one is the formal definition of a modular
approach for modeling user interaction with mobile applications using state machines. The second one is
a method to employ the explicit model checker SPIN [4] to generate test cases by exploring the composed
state machine. We have constructed a tool chain which implements both modeling and test generation
phases to shows the feasibility of the approach in practice, summarized in Figure 1. The next step would
be analyzing the execution of these test cases using a runtime verification module [3], which is currently
being addressed by the authors of this paper [1].
This paper is an extended abstract of [2], presented at the 10th Workshop on Model Based Testing.
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